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Demystification of changes coming with NIS2

Objectif of the session
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Agenda

• Changes NIS2 is bringing
• ILR’s approach
• Specific changes
• Timeline 
• Collaboration & Support by ILR



OVERVIEW OF CHANGES NIS2 IS 
BRINGING
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Overall Goal of NIS1 and NIS2
Achieve high levels of cybersecurity of network and 
information systems across the EU.
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European 
Cybersecurity 
Strategy

Cybersecurity Act
2019

Mandate to establish the EU Agency for 
cybersecurity (ENISA)

Cybersecurity certification framework for 
products and services

Cyber Resilience Act
2022 (Proposal)

Cybersecurity requirements for products with 
digital elements

Cyber Solidarity Act
2023 (Proposal)

European Cybersecurity Shield

Cyber Emergency Mechanism

NIS 2 Directive
2022

Harmonized regulatory approach to 
cybersecurity across the EU

Imposing Cyber Risk Management

The big picture
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• Scope
• Sectors & size-cap
• Essential & important entities

• Governance – C-level
• Security measures
• Incident Notification procedure
• Near-miss notification
• Information exchange
• Supervision mechanisms by authorities

NIS2 overview



OVERVIEW OF CHANGES NIS2 IS BRINGING
 Scope of NIS2
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New Sectors

Telecom Trusted Service 
Providers Waste Water Managed Service 

Providers

Public 
administration Space Food Production Postal Services

Manufacturing Providers of 
Social Networks

Waste 
Management Medical Devices

Scope
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Classification Scheme
Introduction of a size-cap with the concept of:

• Large entities :
o at least 250 employees
o or 50 million euros turnover

• Medium entities :
o at least 50 employees
o or 10 million euros turnover

Member States may identify ‘small-sized entities’ 
• with a high risk profile
• or that are the sole provider of a service.

Scope

 By default in Scope
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Scope
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Size-cap

Definition of SME in NIS2

Helpful Guidelines* :

* European Commission, Directorate-General for Internal Market, Industry, Entrepreneurship and SMEs, User guide to the SME definition, 
Publications Office, 2020, https://data.europa.eu/doi/10.2873/255862

Scope

https://data.europa.eu/doi/10.2873/255862
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Different entity sizes at group level:

 Large entity

 Medium entity

 Micro & Small entity

* European Commission, Directorate-General for Internal Market, Industry, Entrepreneurship and SMEs, User guide to the SME definition, 
Publications Office, 2020, https://data.europa.eu/doi/10.2873/255862

Scope

https://data.europa.eu/doi/10.2873/255862
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Partnership and linked entities

 Autonomous entity

 Partner entity

 Linked entity

* European Commission, Directorate-General for Internal Market, Industry, Entrepreneurship and SMEs, User guide to the SME definition, 
Publications Office, 2020, https://data.europa.eu/doi/10.2873/255862

Scope

https://data.europa.eu/doi/10.2873/255862
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Supervision mechanisms

Mechanism To be sent to ILR Essential entity Important entity

Ex-ante Security measures

Ex-post Incident notification

Ex-post After incident & upon 
request

Scope
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Classification Scheme
Depending on sector & group-size of the entity.
For large & medium-sized entities:
 Essential entity
 Important entity

Self-registration process!!

Scope



OVERVIEW OF CHANGES NIS2 IS BRINGING
 Governance & Security Measures
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Cybersecurity as a Top Management Priority

Cybersecurity risk-management measures

Supply Chain Cybersecurity
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Governance

Management bodies need to:
• approve the cyber security measures;

• follow training in cybersecurity;

• offer similar training to employees.
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Policies
• Risk analysis & information security;
• Incident handling;
• Business continuity: backup management, disaster recovery & crisis management;
• Security in procurement: vulnerability handling & disclosure; 
• Training & hygiene;
• Human resources & access control

Security Measures
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Supply Chain Cybersecurity
• Security risks between entities and their suppliers as well as their 

service providers

• Entities need to assess the overall quality of the cybersecurity 
practices of their suppliers and service providers by:

o the cybersecurity of their data storage solutions
o the cybersecurity of their processing services
o the cybersecurity of their security services

• Vulnerability to cross-border cyber-threats

Security Measures



OVERVIEW OF CHANGES NIS2 IS BRINGING
 Incidents & Information exchange
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Incident Notification
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Cybersecurity information-sharing arrangements
• Exchange between entities on a voluntary basis on: 

• cyber threats
• near misses
• Vulnerabilities
• …

• Enable information exchange within communities of essential and important entities, and possibly 
suppliers or service providers.

• Member States facilitate the establishment of information sharing arrangements.
• Entities notify the competent authority of their participation in such arrangements.

Voluntary notification of relevant information
• Essential, important and other entities to notify:

• Incidents, threats and near misses 

Information sharing
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Good to know!

• CSIRT Tasks 
• Coordinated Vulnerability Disclosure mechanism & European Database
• Implementing Acts by European Commission:

• Incident notification for DNS, MSP, MSSP, TLD, 
• Security measures Cloud, Data center, CDN, …

• Peer Review
• Mutual Assistance

What else?



OVERVIEW OF CHANGES NIS2 IS BRINGING
 Supervision mechanisms by authorities
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Competent Authority can:
• Do audits, inspections, request information,…
• And:

• Issue warnings
• Binding instructions
• Order entities to inform their customers of cyber threats

• If enforcement ineffective:
• Suspend temporarily certification or authorisation of relevant services

• Sanction Important!
Sanctions are not due to an 
incident occurring!

Supervision
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Apropos Sanctions

Administrative sanctions
In case of non-compliance: 
• Essential entities face a fine of up to 

€ 10 million or 2% of global annual turnover

• Important entities face a fine of up to 
€ 7 million or 1,4% of global annual turnover

whichever of the two is higher.



ILR’S APPROACH
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Collaborative Approach

ILR’s approach

Approach
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Risk Analysis

Incident 
notification

ExerciseCollaboration

Information 
Exchange

• Modelling the Luxembourg 
ecosystem for the essential 
entities;

• Perform risk analysis and 
systemic risk simulations;

• Encourage information 
exchange.

Approach
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Establish the key values:
 Information;
 Awareness;
 Collaboration.

In order to:
 Create an ecosystem;
 Promote information exchange within and among 

sectors;
 Establish guidance where needed in collaboration 

with the ecosystem.
Ecosystem

Guidance

Information 
exchange

Approach
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1. Obligations for operators of essential services (OES)

• Notification of security measures
• Risk Assessment
• Security Objectives
• Dependencies to other essential services

Level
Sophistication level 0

(N/A)
Sophistication level 1

(basic)
Sophistication level 2

(industry standard)
Sophistication level 3

(state of the art)
Sophistication level 0

(N/A)
Sophistication level 1

(basic)
Sophistication level 2

(industry standard)
Sophistication level 3

(state of the art)
Sophistication level 0

(N/A)
Sophistication level 1

(basic)
Sophistication level 2

(industry standard)
Sophistication level 3

(state of the art)
Sophistication level 0

(N/A)
Sophistication level 1

(basic)
Sophistication level 2

(industry standard)
Sophistication level 3

(state of the art)

SO4: Security of third-
party dependencies

Establish and maintain a 
policy, with security 

requirements for contracts 
with third parties, to ensure 
that dependencies on third 

parties do not negatively 
affect security of networks 

and/or services.

Security Objective (ENISA)

SO1: Information 
security policy

Establish and maintain an 
appropriate information 

security policy

SO2: Governance and 
risk management

Establish and maintain an 
appropriate governance and 

risk management framework, 
to identify and address risks 

for the communications 
networks and services.

SO3: Security roles 
and responsibilities

Establish and maintain an 
appropriate structure of 

security roles and 
responsibilities.

Approach
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1.Feedback cycle
OES

Submits its security
measure reports

ILR
Review & prepare
recommandations

ILR
Generate individual

reports

ILR + OES
Results presentation

per sector

ILR
Individual

report sent to 
CEO
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Obligations for operators of essential services 
(OES)

• Notification of significant incidents 
https://niss-notification.ilr.lu/

• Per sector: thresholds based on operational 
impact

• Impact on availability, confidentiality, integrity 
of data/networks

Approach



SPECIFIC CHANGES DUE TO NIS2
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Risk Assessment

Risk Assessment on: With NIS1 With NIS2

Entity level

Services delivered / sold

Essential services

Changes
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Security Objectives

• Mapping between NIS2 and Security Objectives
• Addition of specific questions on:

• C-level training
• Internal audit
• Backup

Level
Sophistication level 0

(N/A)
Sophistication level 1

(basic)
Sophistication level 2

(industry standard)
Sophistication level 3

(state of the art)
Sophistication level 0

(N/A)
Sophistication level 1

(basic)
Sophistication level 2

(industry standard)
Sophistication level 3

(state of the art)
Sophistication level 0

(N/A)
Sophistication level 1

(basic)
Sophistication level 2

(industry standard)
Sophistication level 3

(state of the art)
Sophistication level 0

(N/A)
Sophistication level 1

(basic)
Sophistication level 2

(industry standard)
Sophistication level 3

(state of the art)

SO4: Security of third-
party dependencies

Establish and maintain a 
policy, with security 

requirements for contracts 
with third parties, to ensure 
that dependencies on third 

parties do not negatively 
affect security of networks 

and/or services.

Security Objective (ENISA)

SO1: Information 
security policy

Establish and maintain an 
appropriate information 

security policy

SO2: Governance and 
risk management

Establish and maintain an 
appropriate governance and 

risk management framework, 
to identify and address risks 

for the communications 
networks and services.

SO3: Security roles 
and responsibilities

Establish and maintain an 
appropriate structure of 

security roles and 
responsibilities.

Changes
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Dependencies

• Update of the template to include:
• List of suppliers (not only essential);
• Identify quality of products;
• Vulnerabilities. 

Changes
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CEO approval

Template to allow CEO to approve an executive summary for 
• Risk assessment with the treatment plan 
• Security Objectives
• Dependencies 

Changes



TIMELINE FOR IMPLEMENTATION OF 
NIS2
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COLLABORATION & SUPPORT 
BY ILR
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Collaboration 
& Support

ILR

Collaborative 
Approach

Information 
sessions

Collaboration 
with different 

entities 
(FEDIL…)

Guidelines

Facilitate 
Information 

exchange

Platform for 
incident 

notifications
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